
Onboarding FireFly Runbook - Postman Setup

FireFly Runbook - Postman
Setup
Overview

This document will describe setup of a Lightweight Postman API Client (without a sign-in in order

to maintain privacy) against the FireFly Stack.

Note: Postman’s Scratch Pad functionality has been deprecated. For more detail, see Amazon’s

Runbook for Secure Use of Postman.

Download and set up for GraphQL

Download the app at the Postman website

Once installation is complete, Select New in the sidebar and then select the type of request:

GraphQL

Or, hover over the icon next to the request name to switch request type to GraphQL

Configure OAuth2

In order to configure OAuth2 to be used with LWA (LoginWithAmazon), we need to reference the

following:

ApplicationId

ClientId

ClientSecret

We also need to provide safe listed URLs for: callback, auth and token URLs.

The FireFly team has already taken care of this for AmazonMusic developers:

1. Navigate to the Authorization tab (or create a tab by clicking “+” in the main pane)
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2. Change the Type dropdown to OAuth2.0

3. Change Add authorization data dropdown to Request Headers

4. Add the authorization URLs, Client ID and Secret and other fields as listed below this image:

Note: Ask the current Devex-API team on-call for assistance with the Client ID and Client Secret.
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Here is the authorization data to add, as above:

Token name:

Grant type:

Callback URL:

Auth URL:

Access Token URL:

Client ID:

Client Secret:

Scope:

LWA - FireFly

Authorization Code

https://www.postman.com/oauth2/callback

https://www.amazon.com/ap/oa

https://api.amazon.com/auth/o2/token

ASK DEVEX API TEAM ON-CALL FOR ASSISTANCE

ASK DEVEX API TEAM ON-CALL FOR ASSISTANCE
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State: leave blank

Client Authentication:

Get new token

Select Get New Access Token button at the bottom center of the screen

Sign in with an existing Amazon account or test account that is used for Amazon Music:

To create a test account :

Go to Kamino https://kamino-na.corp.amazon.com/

Click "Search Preset"

Search "AmazonMusic_"

Select the desired preset and click "Create Customer".

Copy email and password for login.(Account created is valid for a month)

Sign into Amazon account using credentials copied in the above step.

Select Allow access and Proceed

You’ll see the below modal next. Select and copy the token, then click Use Token. You’ll be adding

the copied token to the header configuration in the next step.

Profile

Send as Basic Auth Header
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Create a new header

Navigate to the Headers tab

To avoid losing the token copied in the previous step, you may want to first paste the token

into a new Authorization header you create as shown below with Bearer Atza|  prefixed.

Note: Atza  may be present in the token itself, in such case add the prefix as Bearer  alone

6/9/24, 8:07 PM FireFly Runbook - Postman Setup | Amazon Music Platform

https://www.music.amazon.dev/graphqlApiDocs/Onboarding/FireFlyRunbookPostmanSetup 5/7



Next, create the rest of the header entries under Key and Value:

Key Value

Accept */*

Content-Type application/json

x-api-key amzn1.application.0fc8ceb4b7724acdb9b6695cf88b04b6

Authorization Bearer Atza\|<YOUR TOKEN>

Next, you're ready to query.

Invoke the GraphQL API

Add https://gql.music.amazon.dev  to the URL window to access the FireFly GraphQL

API.

Add your query and select Query
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Here's the query example shown above:

query {
    track(id: "B0BS1XLZ75") {
        id
        audioQualities
    }
}
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